O S2W

Mzl
S2W WITH =iHILl

20234 2& 282 (=)
=260 330

For February
Ct= &1t ZoHAILD

Agenda

2:00-2:10 IJIE

2:110-2:30 ELCI3g S & 2A0IE

2:30 - 3:00 Account Take Over AlLt2IL
3:00-3:30 QnA




\
H|O|E] QIEUZ| M A SH|L}
S2W <with>= 29iol71e?

N4, CEO




S2W, O|0|E] QIE2| A R&D 2|A}

& HE| AMLl: ‘T|X|E FE o= 2| dHdE2 AFHW'0|2t= 2a1el S22 27| 0| Sotl UASLICH.

oLEl 7]=9] CHES) £[2 ChatGPTE| AKX, 7|=2 EF 202t AFZ0|A| = ote[X| 51 W=H| ZF st

HE? LEL 7|29 & St EetEE 22(0f|7| B2 HO S MiSoh= B ME2 /™o =2 A7(7] = L.

O S2W Copyright © 2023, S2W Inc.



S2W, H|0|E| Q& A R&D 2|A}

“S2W <with>%= A28t Of 2"

GlJOJE{ OIE/a|FMA F[8} LHOt XAl OIAFO[E S Lf= XF




S2W, Data Intelligence @ Cybersecurity Domain

1. (Big) Data Intelligence ?

Huge INFORMATION - ACTIONABLE INFORMATION

2. Cybersecurity Domain ?

ATTACK, LEAK, ABUSE, ...
Monitor, Analyze, Defend Forward, Certify, Audit, Checkup, ...

O S2W  Copyright © 2023, S2W Inc. 4
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Artificial
Intelligence

Analysts
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It is scalable and efficient at processing and storage of various types of data.

Unstructured
data oﬁ 6 o_
Semi-structured analysis analysis analysis
data
Structured analysis  analysis  analysis
data

outputs

J“
credentials profiles domains —
Mealicious Ransomware Leaked credit Exposed
cryptoaddrs. activities cardinfo. assets
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Data Leak
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S2wut Esdl 2 Cr3E, EE, 2|0 Sofl chet ClojEeE £4 7|=0f Chet 2AAO|EE & L= Z0l & AL,

.

Explore. Privately.

You're ready for the world’s most private browsing experience.

Create new account Log in Request new pas

( 1:'__\-' Access denied. You may need to login below o

Access Denied / User Logi

Username or e-mail address: *

You may login with either your assigned username or your e

Password: *

‘ Log in ‘
10
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<> S2W

Safe and Secure World

HiojE 247}

El/C2E CIO|E| QAAOIE =& % 24

The information contained in this document is proprietary and confidential.
If you are not the intended recipient, please note that any use or circulation of this document may be cause for legal action.

Copyright © 2023, S2W Inc.
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We advise you to pay to remove the data =) flso in the leak will have access to the company itself.

ALL AVAILABLE DATA WILL BE PUBLISHED !

[EXTEND TIMER FOR 24 HOURS DESTROY ALL INFORMATION DDOWNLOAD DATA AT ANY MOME!
00000 $ 2000000 200001

L S2W  Copyright © 2023, S2W Inc. 18



(2) oli71=2] CHEA: 2ff AHO|H 53

@Ozl M| o= Edol7| 022 221l M2 Z[c) FH

&A] HolA AF o= HEof 75 7f=

24/7 HE ZfE 7t

815/ 2819/ L2

/31 A10] K XHE]
T SA0l FH TS ZH

—— — — —— — — — ——————————— - — — — — — —

L S2W  Copyright © 2023, S2W Inc. 19



(2) sHHE2| cHXIA|: ef Alo|H 2A

| O/H O] A FH I XfA ZEIf THS B
' =7H2 ofCi2)}.?




(3) iFHS2| F

Cl3ge EASHHEI2KA ‘Tor Browser’S EolA 0 H 2 7=
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‘Tor Browser’ H|2] 3}

C @ Tor Browser

Tor Browser has been updated.

3 Eof
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TOR E2}2X
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e

Whatls
3) MylPAddress

.com

Enter Keywords or IP Address...

My IP Address is:
IPv4: 2 2 3

IPv6: » Not detected

My IP Information:

SK Broadband Co Ltd
Seongnam
Gyeonggi-do

Korea (Republic o

L S2W  Copyright © 2023, S2W Inc.

Your private information is exposed!

& HIDE MY IP ADDRESS NOW

I -

Click for more details about 22

N, T ETVNETE
-~

9

-

Leaflet | © OpenStreetMap Terms

Location not accurate?
Update My IP Location

23
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Tor H2X{ 0| A] 2telot Ip T4

r I Enter Keywords or |IP Address
S \Nhat S ywords ol ddress...

My IP Address is:

IPv6: » 25

Wisconsin

I PV4I ? __4'_5 Click for more details about 2a0b:f4c2:1::1
" N A v—‘—

=N

My IP Information: Your private information is exposed!

Services: ‘ ! Leaflet | ® OpenStreetMap Terms

City: South Beloit Location not accurate?

Region: Illinois
Country:  United States

L S2W  Copyright © 2023, S2W Inc. 24
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oYy B
Paypal Transfer! BIG DEAL!!!

AnonyMiss
January 21  edited August 20 i Wi TRt

Using hacked and verified paypal accounts to transfer paypal account to account transfer if you are
SMART then you can easily dodge paypal and enjoy big free online money from it.

$1200 Transfer = $200 Charges (Payment Only BTC) // [AUTOMATIC PAYMENTS - CLICK HERE to pay

$200]
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LAPSUSS

¢ LEAK IS HERE!
o (@) Now leaking confidential code! Our leak from
Erﬂ-gl LH ELH E1I0IE1 Tr% A}—Iﬂ— breach includes: ‘
=M | EAKED DATA R
DEVICES/HARDWARE

| : FILES

de
Q
KE
] - Bl

PUBLISHED

on

20204 20224 :

uH T n H T ONLINE SERVICES vCenter Server ( Korea ) - 125M+

by B’ r - Tuesday November 1, 2022 at 08:57 AM

V.s.. = _ tivation servers
1 2 7H <
7 ~8 ’ < ACCOUNTS FULI v -

Authentication, Identity, API N Country: Korea |
wouldn't fit here!
Virtual Machines: 2

-Various other dat S Hosts: 7
Used: 60 TB+

As always, enjoy!;)

m ;x.l QE nH OEI 1~2 ?i 0 I *ok : ;mﬁlﬁlesmnmﬁem: 17 December 2022

OL- "

=L 2t AA/AI 7L 2 S B e
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My Telegram | sell/share the
channel is... data here..

2|3 xiE =2

Ofot

712 Xz 37
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Kore
Accounts1 1lines

username
ssn
password
name
email

Zip
address
phone
st1

price
gender
dob
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LAPSUSS
LEAK IS HERE!

Now leaking confidential < source code! Our leak from
breach includes:

DEVICES/HARDWARE

-Source code for every Trusted Applet (TA) installed on all sa g
device's Tr TEE) with specific code for every type of TEE OS
Q! C) THIS INCLUDES DRM MODULES AND
KEYMASTER/GATEKEEPER!

-Algorithms for all biometric unlock operations, including source
code that communicates directly with sensor (down to the lowest
level, we're talking individual RX/TX bitstreams here)

-Bi - source code for all recent Sa ig devices, including
Knox data and code for authentication.

-Various other data, confidential source code from Q m.

ONLINE SERVICES

-S _ ctivation servers source code (for first-time setup)
-Si ACCOUNTS FULL SOURCE CODE! Including
Authentication, Identity, API, Services, and many more that
wouldn't fit here!

-Various other data.

As always, enjoy!;)
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LAPSUSS

_LEAK.torrent

‘ ’ 901 comments

**What should we leak next?**

E 1048 comments

UI
UI

EFI

LOCK_I02_TOKEN



Set target

and Attack

35
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B Database - Leaked, Download! B Database - Leaked, Download!

by donjuji - Tuesday July 26, 2022 at 05:07 AM by donjuji - Tuesday July 26, 2022 at 04:47 AM

4 donjuji BreachForums Community, W donjuji i
e BT £ = s d e (eI 13'A
e for you to download for free, thanks for reading and enjoy!

Today | have uploaded thelllllED 2 se fory ) v.‘nléad, thanks for

In May 2020, the Gaming forum (Now defunct & owned f a data breach that
fio drinks sprte Usernames, Email addresses, Dates of birth, IP Ad d - D5 (vBulletin) hashd

He drinks sprite Please note that a majority of the entries are botted, due to -not ha

Compromised data: Usernames, Email ad s, Dates of birth, IP Addres
. r i & donjuii, i GOD
S lud 0
Y, Contents
Mar 2022
sed data: Email addresses, IP addresses, Us s 64 Hidden Content
50

Contents Mar 2022 https:/cdn.breacH NG

Hidden Content

https://cdn.breached.to/ | R Stream Your Bitch Checks My Valids by Juji | Listen online for free on SoundCloud
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INDONESIA £OVID-19 APP PEDULILINDUNGI 3,2 BILLION

by Bjorka - Tuesday November 15, 2022 at 06:42 AM

INDONESIA (ITIZENSHIP DATABASE FROM KPU 105M

by Bjorka - Tuesday peptember 6, 2022 at 10:06 AM

L 2 8 8 & &

GOD

L 8 8 8 & &

GOD

The General Elections Commission

File Information

WOW WOW WOW, SO crazy. dollarkolam INDONESIA OPEN SOURCE

All departments low security
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slran.rar

#OPIRAN

We wanted to publish this data against the oppressive regime of
the Iranian government.

@ SOURCE: ¢ s Iran
NI Thrhcl KIAPED: e, ey chan =g > .

=" ala> ddos > Lol iuws)g 5 CaogSa asyls O)ljg Coluug ) ...
We attacked the website of the M irs of Iran as
a warning to the terrorist regime and in support of the protesters

distribution

@ TYPEOF LEAK: #DATABASE

@ COUNTRY: #IRAN =2

@ DATABASE FORMAT : #PDF - #DOCX - #XLS - #SQL
@ DATABASE CONTENTS:

| 19,591 Documents SIZE: 1,21 GB
DataBase SQL SIZE: 545 MB

£95 51 Cawd ol g5 CangS> az) s wyljg Culuug a) Lo ddos alas
‘ 1 comment D 1)1 @30 Gk g ST

#Fuckgoverment
| @ DATABASE PASSWORD:

https://t.me/a nel

sl_diels_p_Spo#

https://check-host.net/check-http?host=https://mfa.gov.ir/
! FOR MORE DATABASE FOLLOW US. )

&84 A3 $2 2 &1 @1 @1

D Leave a comment >

(D Leave acomment >
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o shipping record.json

Lets continue with absolutely bum fucking
China, TODAY we come with a small but nice
leak straight from (DRUM ROLL PLEASEE!) IF
YOU GUESSED ALI BABAYOU ARE
CORRRECTTTT.

Now before you get your hopes up its not all of
ali baba records this is data from one of ali
baba's MANY databases, about 3.2k lines and
its data including shipping info for a good
amount of customers data includes,
(names,ID,Phonenumber,emails, and much
more)

Mix up OpChina and our hate towards these
giant corps including chinese corps and there
you have our reasoning xD

Free Tibet and and The Uyghur Muslims in
Xinjiang!

Enjoy the leak, and to those participating in the
protests in china Keep up the fight.

O S2W  Copyright © 2023, S2W Inc.

9,230 subscribers

1181 =

imute

share link 00
https://t.me/C BC O
description

Official G TG group if we gave a

shit about having one

“"orderNumber™”
“"orderNumber"
“"orderNumber"”
“"orderNumber"”
"orderNumber"
“"orderNumber”
“"orderNumber"
“"orderNumber"
“orderNumber”
“orderNumber”
“orderNumber”
“"orderNumber”
“"orderNumber"
“"orderNumber"
“"orderNumber"
"orderNumber™”
“"orderNumber™”
"orderNumber™”
"orderNumber"
"orderNumber™”
“"orderNumber”
“"orderNumber"
“"orderNumber"
“"orderNumber"
“"orderNumber"

"shipmentStatus”
"shipmentStatus”
"shipmentStatus”
"shipmentStatus”
"shipmentStatus”
"shipmentStatus”
"shipmentStatus”
"shipmentStatus”
"shipmentStatus”
"shipmentStatus”
"shipmentStatus”
"shipmentStatus”
"shipmentStatus”
"shipmentStatus”
"shipmentStatus”
"shipmentStatus”
"shipmentStatus”

"shipmentStatus”

"shipmentStatus”
"shipmentStatus”
"shipmentStatus”
"shipmentStatus”
"shipmentStatus”
"shipmentStatus”
"shipmentStatus”
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2022 - SHGA Shanghai Gov National Police database
by ChinaDan - Thursday June 30, 2022 at 08:55 AM

d. This database contains many TB of data and information on Billions of Chinese citizens

Jun 2022

ational residents a veral billion case

databases: https://gofile.io/d/WIFNjO
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[SOLD] US GOVERNMENT RANSOMWARE BREACH

by IntelBroker - Tuesday November 15, 2022 at 04:13 PM

W IntelBroker

Today, the Federal government of the United States fell victim to the Endurance Ransomw
it. T

So | am posting this thread in an atte
(My ransomware has already been found

REG

0
5 -
S —— -
_ i
;
] R
©

| ”

2 L]

BREACH SAMPLES

353 page PDF
https://hf

the racist

GOD

482 = =i b : ‘ )
118
Oct 2022

®'m
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CEENERE A NEEE RS

|l full database download (mega) | Korean Database South Korea - a{lllIIEEEEER - K-database

by ranzap001 - Sunday September 4, 2022 at 06:15 PM by ckckck8088 - March 24, 2020 at 08:34 AM

[
# ckckck8088

The csv file contains the following details of more the 18k korean residents:
I'm happy to share this data with you. | hope you like it~Quantity: 188789

m_id , level , name , nickname , password , status , resno1 , resno2 , sex , birth_year , birth , ca
service , item , busino , emoney , mailling , sms , marriyn , marridate , job , interest , regdt , las

m_no,m_id,level,name,nickname,password,status,resno1,resno2,sex,birth_year,birth,calendar,email,zipcodf
,fax,company,service,item,busino,emoney,mailling,sms,marriyn,marridate,job,interest,regdt,last_login,last_|
o,recommid,ex1,ex2,ex3,ex4,ex5,ex6,LPINFO,private1,private2, private3,dupeinfo,foreigner,pakey,rncheck,in

full data

Link: g You must register or login to view this content.

Hidden Content

9
6 € Mar 2020

Sep 2022

1 YEAR OF SERVICE

7F62FA356E5C96232129C98B7556B0AB9514B3D8,1,d41d8cd98100b204e9800998ect}
*A114F30AAEOC508121F7CFCDDFA14E34CEQ9O74E1,1,e1c0a%b507cfleedaa329b9385¢
» ¥*2B3F582C05D8A0GBBC84681876A381DOC8257E22B,1,1c17b54b64310421dd0e48662
5, *F19D21492C461854564C5E8172F519784525A025,1, 1afd4ae2f2272ebec16964(
C6CA864B217C83B06D8B1807125735962322D86,1,1cdb45b47d6a8fffd15232829e86l

» ¥3F94BE801470D3CA382A3ES57D93498FFBSABAYSEC, 1,108f84561367a5f60bbcfo7b4
©BE6OEBD13581C22D26DD84ADDD7705D1499576,1,d41d8cd98f00b204e9800998ec 8
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ALPHV(BlackCat) £H442|0] onion A[O|E

i

Vv

2022-07-05

Hi

We have something new and very cool today.

DearAdverts!

We bring to your attention a new view on corporate leaks, and with it a tool for breech-surfing - Al ns.
Resources with leaks posted in our secure repository are now indexed and searchable by wildcard(*).

Search by filename as well as by content, e.g. you can find text in PDF, DOCX, even JPG,PNG, etc!

What is the purpose of this?

We want to make the published data more usable for the cybercriminal community. We want to make it easier to

find documents, confidential information about companies or employees during OSINT, passwords for dictionaries,

etc. By doing so, we will make companies reconsider their attitude towards leaks, separating leaks "on paper” from
real leaks.

In the very near future, ALL the published companies will be placed on the same resource with a clear net pass-
through.

Translated with www.Deepl com/Translator (free version)

hitp:/Nvaifk yassword
http:/vaifki lohn%20Hannan
hitp:/vaifki 18t%20income %20

ALPHYV Collections

Q

Simple query string or partial path: *doc*.txt or *

Found 64120 files, [ndexed 61456 resources.

O S2W  Copyright © 2023, S2W Inc.

About 14 results
dat: .= _ . __ . . .ontract.zi
Scl - 1 Contract.zip
Sch 17227 _Schrenk Consulting LLC_106003_2021-12-01.pdf
dat: tro.docx
alli tter for maestro.docx
Jw its-Menu-0f-Serv
Voo . *  -content/uploads/bsk-pdf-manager/2022/02/Spa-T...
Matcr .paijj o view our menu or spaservices. We look forward to providing authenti...
dat: 0210903152221. pdf
Sp ‘ ‘ 210903152221.pdf
2021-09-03T13:59:10-0700 Digitally verifiable PDF exported from www.docusign.com
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165,402

fresh logs!!!

If you want logs, invite friends, people, and as soon as the first 30
people are typed in the channel, as well as 15 likes on this post, |
will publish fresh logs !!! £ £ &

| AF

° e 06062

The more assets there are,
there will be guys!! & o

6

Want more logs guys?

93% Yes

7% No

o ,06.06.2

) Tomorrow there will be
logs, but for now, check the
people.§R

i

¥ FREE LOGS

O DATE 19.12

\ AMOUNT 4231L0GS
£ PRIVATE ACCESS:

+ Wallet, Crypto, Cards, Gaming And More Requests
* US, AR, BR, EU, MX And Mix Targeted
+ Everyday 1000 - 3000 Fresh Logs

(1 week) Rain Logs Private - $80
(1 month) Rain Logs Priva
(3 month) Rain
(Lifetime) Rain Logs Private
¥ Payments: BTC, LTC, €

Support
Free Cloud:

¥ Support
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ALIZ|R 1. GitHub &0{|A &3 mysaL AE HE |5

HiES X 8%

« 20203 98 14Y Github &0l M AtEX}ZL "2 M E T LA AFETF React/TS/Nextjs/Nestjs/GraphQL SSR A&" 2t=
&2 Ol HMX|2t S GraphQlL 8842 EEEE.

« ST AFEAHO| CHOHA Z=AFSH A4}, Linkedin T2 EO| A 2021H 53 7FX] AAG RZAE 22 HS =240l

« Ol HAIX[OM "2 E JHLA| ALE B React/TS/Nextjs/Nestjs/GraphQL SSR A&"1t FE LYO| A “https://***-

=
mysql-writer.dev.*****/" 5 g0t AldS HIF L2 AAL 2t Z=HEZ TSI S,

ot
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ALIZ|R 1. GitHub &0|A] L= mysaL AE HE K=

29 lines (27 sloc) 810 Bytes Raw Blame [;l L,D V4 G

1 import {SequelizeModuleOptions} from "@nestjs/sequelize";
2 import {Log} from "./logs/log.model";
require('dotenv').config()

5 const dbConfig (env: string): SequelizeModuleOptions => {
switch(env) {

7 case 'development':

8 return {};

case 'production’:

10 return {};

11 // default -> dev db

12 default:

13 return {

14 dialect: 'mysql’,

17 username

18 password

19 database: 'latency_log',
20 models: [Log],

21 timezone: '+09:00°',
22 define: {

23 timestamps: false
2 b

25 ¥

26 }

27 };

28

29  export default dbConfig;
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— 1= HAL—

« 3 AOIE A0f|A 2021 Y7HO| SX|E[O U2, 2020 128 5K Q| L™O| HEZE =l AE[

.
« AMEX HE =50 U= HO[X|E =2l Aut, F 2965712 ALEAL HEI =2 E A= =HOlE.
- O|F, oMY =& YE= 276372 = =QIE.
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AlLIE|L 2. GitHub &0f|A OfEEEEE 8 AMOIE /X 7HQl B2 R&E

3885 lines (3790 sloc) 307 KB Raw Bame J 3@ 2Z2 U
1 # MySQL dump 7.1
2 #
3 # Host: cgihost Database: gumpu
R e et T T
5 # Server version 3.23.51-1log
6
7 #
8 # Table structure for table 'mailinglist'
9 #
180  CREATE TABLE mailinglist (
11 email varchar(3@) DEFAULT '' NOT NULL,
12 name varchar(20) DEFAULT '' NOT NULL,
13 randno varchar(19) DEFAULT '' NOT NULL,
14 PRIMARY KEY (email)
15 )is
16
17 #

18  # Dumping data for table 'mailinglist’
19 #
20
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