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ATTACK SURFACE IS
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PROTECT SURFACE

Define Your Protect Surface (DAAS, Data | Asset | Application '| Service)



DAAS: The Building Blocks of ASM
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Types of Assets

Subsidiary Assets
(Al Al X}4h)

Vendor Assets
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Known Assets Unknown Assets
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ATTACK SURFACE
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Cyber Threat Intelligence (CTI)

£lo|L} 7l Q12| 2t of M glet
"".;1 ’giﬂf =MS Hsd
&AE (Threat Actors) X*E
o LA E (Malware) 3
o T 2L4E (Vulnerability) S &
o AlS||AFD (Inudents) o]
o H|O|H 3% (Data Breach) &
- HHE / MH|A O{RE (Abuse) &2
- CTI= Chs HHOES 11|4"—6r 0] o}
L2} 88 70| HEtd e ﬂf°*°*
. 9|8 QWA HAE S8 HAe} 0|22l
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ASM + CTI = CTI-Driven ASM (CDA)

Benefits: Better Decision Making & Streamlined Response

Malware

Threat Actors

Legacy Asset

P

Domain Attack. Sm:face Cyber Threat Deep | Darkweb
Monitoring

Service Based on Network Intelligence

Scanning

Vulnerability

Leaked Credentials

Certificate Leaked Confidential Data

Cloud Asset

Comprehensive CTI-driven Attack Surface Management

O S2W  Copyright © 2023, S2W Inc. 13
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CONCLUSION

. ASME CI23} 22 gte s3s

o Assessing Footprint of Digital Infra
- 71" ARte| IR =S BAISHL HIAE At E "olg = U
o Comprehensive understanding of Vulnerability
- 2| BOi[M Q1A U= Sl HOot 2ot oA 2| SAX; 2HFo| M| 2ot Eete S

o|X|&t & 9ol
— = T AAO

o Protect Privacy
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—
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CONCLUSION
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o Perform Regular Audits (Red Teaming)
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CONCLUSION

If you can not measure it, you can not manage it. ; If you can not detect it, you can not analyze it.
If you can not manage it, you can not improve it. Ty If you can not analyze it, you can not mitigate it.
FH - oloH el Jl, Selg = QLo M 7 Meh = giC,. BRI o EA Gl EAe - Qlo T LS e o= BIC
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Introduction

Malware & Threat Analysis

« TALON (Center for Threat Research & Intelligenc @S2W ,2020.09 ~ )
« AIO|H{ 2| Q= Z|™ A (Cyber Threat Intelligence) &1 3 24
« TST (Talon Strategy Team, 2022.08 ~ )
« BLKSMTH (Threat Analysis Team, 2020.09 ~ 2022.08)

» Operation Newton: Hi Kimsuky? Did an Apple(seed) really fall on Newton's head? =X{X}
@VirusBulletin (2021)

- MO E Aol EHEME @28E0H (2016 ~ 2020.09)
- fled ClEe[dA A B 583 H 1HHZE|(Bug Bounty) &
=

- SIEEAME 0|8t A HAE =202l ‘Campaign DOKKAEBI XN X} (2018)
« Kimsuky group: tracking the king of the spear-phishing =X| X} @VirusBulletin (2019)

Digital Forensic
« APO|H A BZE| S AH @3 ZdAZE =2 (2016)

M.S. degree - Information Security
« SANE Lab, Z1oiCfjety HEHSCH SR (2014 ~ 2016)

O S2W  Copyright © 2023, S2W Inc.



1. Background:
Attack Surface vs Attack Vector

2. Case Study
3. Conclusion
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Background: Attack Surface vs Attack Vector

Attack Surface

- Of) 2lAte] QAHU HEAE MH, E2tRE 2t

C|HIO|A S0| 25 Attack Surfacel| &£

Attack Vector

- 2 AX}I} Attack SurfaceO|| I ESH= O] AFHR S}

ROl

rr

- BRI AIAHO| O RES MABALE T
QESHE S0 BAS Mt W

- O) A% A L0 F&ESt= Ol AHESHE Attack
|

Vectore= IO 0|, AT HA|X|, &Y &3 &

SB S2W Copyright © 2023, S2W Inc.



Background: Attack Surface vs Attack Vector

Attack Surface Attack Vector

Attack Surface: A|AEIO| 2A I}l

Attack Vector: 224 IP}*I*E"OH £l Eol= Ol AFEot= | A @l

Where? How!

SB S2W Copyright © 2023, S2W Inc.




Background: Attack Surface vs Attack Vector

Y quaxar Alerts Report

Intelligence Vault

Attack Surface

Kimsuky Threat Actor

Overview Reports MITRE ATT&CK 48

Re c o n n a i S S a n ce | This MITRE ATT&CK shows all techniques. And the techniques highlighted below are used by the threat actor.

(15t step of MITRE ATT&CKI/Cyber Kill Chain)

Where?

Reconnaissance

Active Scanning v

T1595

Gather Victim Host
Information

T1592

Gather Victim Identity
Information

71589

Gather Victim v
Network Information

11590

Gather Victim Org v
Information
71591

Phishing for A
Information

71598

Spearphishing Service

11598.001

Spearphishing
Attachment

71598.002

Spearphishing Link

T1598

Resource Development

Acquire Infrastructure

11583

Compromise A
Accounts
T1586

Social Media Accounts
71586.001

Email Accounts
71586.002

Compromise v
Infrastructure
T1584

Develop Capabilities
T1587

Establish Accounts

71585

Obtain Capabilities v

11588

Stage Capabilities v

71608

Initial Access

Drive-by Compromise
1189

Exploit Public-Facing
Application
T1190

Replication Through
Removable Media

71091

Trusted Relationship
T1199

Execution

Command and A

Scripting Interpreter

PowerShell
T10 01

AppleScript
T1 02

Windows Command
Shell

Unix Shell
1 04

Visual Basic

T1059.005

Python

1059.006

JavaScript

T1( 07

Network Device CLI

08

Component Object
Model and Distributed
COM

1178

Persistence

Account Manipulation

11098

BITS Jobs
71197

Browser Extensions
11176

Compromise Client
Software Binary
71554

Create Account v
11136

Create or Modify v
System Process
71543

Event Triggered v
Execution
T1546

Hijack Execution Flow
11574

Implant Internal Image

T1525

Modify Authentication
Process

T1ECE

Privilege Escalation

Abuse Elevation v
Control Mechanism
T y

Access Token
Manipulation
T1134

Boot or Logon Autostart
Execution
11547

Boot or Logon
Initialization Scripts
|

Create or Modify v
System Process
71543

Domain Policy v
Modification
11484

Escape to Host
1611

Event Triggered v
Execution
T

Exploitation for
Privilege Escalation

O S2W  Copyright © 2023, S2W Inc.



Background: Attack Surface vs Attack Vector

Attack Surface

From the defender's perspective,
start by identifying the Attack Surface

SB S2W Copyright © 2023, S2W Inc
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Case Study
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Summary

- 1) 280 ==& XtL(P FA(CIDR

3) &8 %}
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Case Study

#01 Identifying External exposure of assets

. QIE0| LLEE XA IP FA(CIDR £8H, 021, QISA S

O S2W  Copyright © 2023, S2W Inc.
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Case Study

#01 Identifying External exposure of assets

« Q|50] === XA IP FA(CIDR 2, =02l QI

o

N 5

- () CIME2| 2|2—0| E|= 7HE AMH: AALS| SSL IS M E ArEot= 7R MHE 2 d

O S2W  Copyright © 2023, S2W Inc.
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Case Study

#02 Vulnerability information of exposed assets
- LHE XE A (repository) A|H|A o|F L= 3l O|FTt QISEKL

2

o
|.|-|
lo
ro
OlA
A
R

00| 2|0 EE LHE MEA ME: BAF &7 IP CHFO| A EA
|2FSH 2H0| 2 2{2] AFE: CVE-2021-442280] F| kSt 2.160|5 HHH Q| log4j At
B2 WM FHEE =Tt Ao\ HQl ZHKZ F ATt logdj EI0[EHE|Z AHESH=

ZAEBUBRCE) 34 28 7t

b

Maven - Nexus Repository Mar X

G A 3

Sonatype Nexus Repository Manager
0SS 3.251-02

Browse

QO Welcome

v Q Search

Q Custom

o|H2{2| S AIBSHE L, X
i YHj0|E Q.

& S2W  Copyright ;




Case Study

#03 Credential leakage of exposed assets
- 28 LEE F Xk

O S2W  Copyright © 2023, S2W Inc.
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Case Study

#03 Credential leakage of exposed assets
- 28 LEE F Xk

>

GET /api/v2/cmdb/system/admin/admin/
Host: XXX.XXX.XXX.XXX

User-Agent: Report Runner

Forwarded: for=127.0.0.1

Accept: application/json, text/plain, */*

[2S 1] $12} B CHAOIA A8 7H53t api 23 HEl

CVE-2022-40684

1.1 Root Cause

o
o
=2

o CHA BT HZ0M F|2F REST API X[ (/api/v2/cmdb/system/admin/admin/) 2
Al 8ll{0l User-Agent(Report Runner) % Forwarded(for=127.0.0.1) ZE& £&5& 42
EH|7H Lt

o Z7HE PoCel Z2 slie APIE S8 2|72l SSH7| RE7 7tsEE YAISII_H O|F

WS2W  Copyright © 2023, S2W Inc. o FOFHIT CHY NZS AIZ51D U2 ZS TR BH F2 SN B Arlo|= 8 A0}
EI0|E7} HiEHE ZS 21L0IAS] HTTPHTTPS 28 XEHe T3



Case Study

#03 Credential leakage of exposed assets
- 2|8 EE FQ Xjitof st A R /=

§B S2W Copyright © 2023, S2W Inc.

Agenda: Ct3 ¢ QUAIOIE

2023 28 282 (%), Mg S
EICt3 Y d|o|E{oy st %[ A S
FQ ALI2|RE M3t

AE RE

te St

2W ¢fH|Lt= B2B 2E0l|A ECt3E Hloje 2
(ATO, Account Take Over)0|| CH

oA ff Zotof sH=X|, ZZ[0|
|CH=22toi| CHoH OfoF7| &L Ct.

S
M
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Case Study

#03 Credential leakage of exposed assets
- 2|8 =5 FQ Xjitof ot A R /=

- (o) VPN AE HH

Site Victim Country Account Date Exposed v
vpn .com 6 1 South Korea 2023.04.11
wpn. = .go.kr 1 5 South Korea 2023.04.11
vpn. .com 1 .49 - 2023.04.10
vpn. .com i 5 South Korea 2023.04.10
wvpn. i.com 1 9 South Korea 2023.04.10
vpn. r.com 2 5 South Korea 2023.04.10
vpn .orkr € 1 Netherlands 2023.04.10
vpn. com 1 1 South Korea 2023.04.10

O S2W  Copyright © 2023, S2W Inc.
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Case Study

#03 Credential leakage of exposed assets
. QIR LFE FQ XM CiE AW HE S

« (0l12) Groove §Z AIO|EO| Z7HE HMA Fortinet VPN A ME (E2X|AH Z1}k 11,2707 = st=1P 3787H)

Groove YTeuku HoBocTu O Hac

3ar|aTL4eHHb|e fortlnet TOUKN BXOA3

http://flhnknbdg7yddsu3gj5lyn2wjkb3mmuoatmi5z5qe2oddiiyizlwyyad.onion/forti/ 1 4 .txt
noptel 10443 n 443 \ .
1 r : D ID:P/W
Bce npouekaHo Ha Banvz 2 r D
3 y4 W
4 re = "7iDe b
5 gl 5:T]
6 Ss@ HL©
7 kil <j) .
8 s, .+ k0! o
9 j 1j¢ —
S2W  Copyright © 2023, S2W Inc. - = .
10 ro.. .:D :




Case Study

#03 Credential leakage of exposed assets
. QIR LFE FQ XM CiE AW HE S

. (0l12) Groove && AO|EO0] 27§E MMA| Fortinet VPN A|™H ME (287 A1} 11,2707 = =P 3787H)
S2W TALON <talon@s2w.inc>

HISIMIR. S2W CTIE YLCt.

HUiFA 1P 2E510{, R& R0 FF3I0 F7+ &eldt 21t

20l 98 = 0|#7+ £UT DDW oM &L U 7| 2MEl LI Z&El CIo[E{o]| s IP HEE & & = AUSLICH

SB S2W Copyright © 2023, S2W Inc.
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Case Study

#04 Identifying External exposure of Cloud assets
- Q80| =EE FEIRE Kok IP FA(CIDR 28, =91, IFZM &

(o) 22t E 29 AM0f ojst =2 XpAH 2 E: AWS S3 Bucket 2|5 == 3 2t I
<« > ¢ A z2 [ <3 aazonaws.com

= O L_ This XML file does not appear to have any style information associated with it.
01) Exo| IS0 MH|A E|aA0 M2 & OREE 7t

v<ListBucketResult xmlns= http://s3.amazonaws.com/doc/2006-03-014">
<Name > - 7TV=re™>
<Prefix/>
<Marker/>
<MaxKeys>1000</MaxKeys>

s3.amazonaws.com/[bucket_name] ToTroneated>trues/ Teteuncateds
[bucket_name].s3.amazonaws.com T et SO < /Koy

<LastModified>2019-01-24T21:00:42.0002</LastModified>
<ETag>"4cb091e2e8lbalda2lle5c78514c58b8"</ETag>
<Size>59630</Size>
<StorageClass>STANDARD</StorageClass>
</Contents>
v<Contents>
<Key> I - D £ </Key>
<LastModified>2019-01-24T21:00:44.0002</LastModified>
<ETag>"1fe07d2e91a3429957a7434fdc70a6d6"</ETag>
<Size>25173</Size>
<StorageClass>STANDARD</StorageClass>
</Contents>
v<Contents>
<key> I - oo f</Key>
<LastModified>2019-01-24T21:00:47.0002</LastModified>
<ETag>"2d63e00922f3acdblb96de98aelebdl6"</ETag>
<Size>23624</Size>
<StorageClass>STANDARD</StorageClass>
</Contents>
v<Contents>
<kKey> N - pdf</Key>
<LastModified>2019-01-24T21:00:51.0002</LastModified>

65 S2W Copyright © 2023, S2W Inc. <ETag>"814ee22c8386eef2c2936e61b5eb52ad"</ETag>
<Size>25599</Size> 20
<StorageClass>STANDARD</StorageClass>
</Contents>
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. 250 EE St E X4k IP FA(CIDR E£8H, EOQl, QISM S

& httpsy//ede kr

€ C & cdn, kr

This XML file does not appear to have any style information associated wit

cdns3.apnc X +

@ -cdn.s3.ap-northeast-2.amazonaws.com

This XML file does not appear to have any style information associated with it. The docu
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#04 Identifying External exposure of Cloud assets

- Q0 =EE S2RE XAk IP FA(CIDR £, EHIQ, QAIEM &

- (0) EHRE 2B 70 2

o

5 =9 XpAF =2 AWS S3 Bucket 2|5 == G &k It

- 01) B=2| 2ASBI0| MH|A 220 §2 X HR2EE Jts

« 02) CDN & @52 QIs} S3 Public Access &2

[Actionable] 22}E M&E A AMH|AZL =5E AS

. BEI9C AERX| U C|YE|Q| WIR O L A

SERE AEE|X[Qt HZAE 2|CIO|ME = lof of
X CDN 2% 27 =l 28

[ |
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#05 Misconfigured and inexperienced operation in the DevOps environment
- JE/2E & EXE 78 U Ozt 290 ME UA™E 5

- (o) CHEXQI 7j'd/2F &A: Database, Repository, IDE ...
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#05 Misconfigured and inexperienced operation in the DevOps

- e/ ¢ BXE 78 U Djset 2800 IE UE™EE & - :'|>

elasticsearch kibana
él'a'_o_l I:Hé;l %EI Z %\ E ]_.Ll'? E-l E y 7H Elxé : First seen 2021-11-19 03:54
== > : Last seen 2023-02-14 08:26
E DB I:IOI-x OH i%%ﬂﬁtl- : : E t Open for 452 days

(o) CHEXQ! 712/23S &4

Database, Repository, IDE ...

Indices: 227, document count: 563107329, size: 151.8 GB

- . Through Kibana endpoint
oF . A KAIEIQ| © sl=20o| HE| 2RE HIo| Tl rH=
2 : MOt A ATAZ 25tH gh=2| FE| 2= FHr|2l uI'TEIE(POWderRoom) Found index powderroom-scheduler-2023.01.27 with 12953462 documents (3.2 GB)

V| PSR 0oLl s Lol i ol Ps A=l =2 Tl =l v gt B el - PRS0 S = [ En R A0 E (M Found index powderroom-zuul-2023.02.01 with 1809465 documents (392.5 MB)
0|21 AFRXFSo| ME 7} MZEHE|0f 9/c H|O|E{H|0| A7} 14 WA QIE{slo] =5[] QI9iCtn Found index powderroom-messaging-2023.01.25 with 12373 documents (8.3 MB)

Found index .kibana_1 with 27 documents (101.8 kB)
2 X ol XA O|A 2 Al X =2AE o2 S5 Xk -
BiLt. 0|'=’ ‘JE}HJE’ Olﬂﬂé T ._|_E|'1=, Al-c,II- ID’ 7-|-,-I| T °0| 0|--,-,_'| Eﬁd’Xl Found index powderroom-scheduler-2023.01.20 with 11228826 documents (2.7 GB)

o) Py L2 N S RSN L A Kol N L o - o o] 1= k=] N ESTel i IS e K= nl 3 ' (WU |= 0 Found index powderroom-zuul-2022.01.30 with 1658884 documents (667.4 MB)
XIS MIE{ 0| M2 31Xl STt O|O|E{H|0| A7} H| 2712 X&tsl AMgto|Ct. Found index powderroom-zuul-2023.01.23 with 1028043 documents (223.6 MB)

Found index powderroom-oauth2-2023.01.31 with 21379 documents (60.2 MB)
Found index powderroom—server—2023 02 13 w1th 11571 documents (20 9 MB)

§B S2W Copyright © 2023, S2W Inc.
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#05 Misconfigured and inexperienced operation in the DevOps environment

- /2B o EXE 74 A D|xe 2F0|| UE UHEE == O
. (o) CHEXQI 7j'd/2F &A: Database, Repository, IDE ...
. CAF A{H|AO| C|O|E{ H|O]A X XK L2
React-T5-Nest;s (R Confio CAb MH|=2] GIO[E #lo]= B= B2 =5
src/db.config.ts Ot CALOY| ZHATXEO| 7H Q1 BE K E A0 A
. , , LAE OZ™HEZ, Github AOf|A] ZA A|
14 dialect: 'mysql’, AL AT s
15 host: .-mysql-.dev-.in',
16 port: 3306, '—H-'?'—l Eﬂ%mflﬂlolEj#Pl*OlI*ﬁ A‘“FH %:E|§|IE’
2 ' ' = |=||_76_°|: S dE/I =k
/ e Sl e MEfZ Rl w2 AN 7|9
18 password: ' (NEGD At T
19 database: '-log',
@ TypeScript  Showing the top two matches  Last indexed on 26 Mar
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#05 Misconfigured and inexperienced operation in the DevOps environment

< > C A F2 28| hittps/

{ - JEeE 48R b E
e 1 e SHOIA Mg 2 Rt
S el ARl 2 M| BHE0f ZEEE Az

protocol”: "sftp",
"port": 22, i:[PN))
"username": "root", .vscode/[service].json
"password" ' 2, .vscode/[;ervice].config
"remotePath": "/var/www/html/. /", .ssh/conflg
"uploadOnSave": true gitignore
.bashhistory
} vim
O S2W  Copyright © 2023, S2W Inc.
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Background: Attack Surface vs Attack Vector

Y quaxar Alerts Report

Intelligence Vault

Attack Surface

Kimsuky Threat Actor

Overview Reports MITRE ATT&CK 48

Re c o n n a i S S a n ce | This MITRE ATT&CK shows all techniques. And the techniques highlighted below are used by the threat actor.

(15t step of MITRE ATT&CKI/Cyber Kill Chain)

Where?

Reconnaissance

Active Scanning v

T1595

Gather Victim Host
Information
71592

Gather Victim Identity
Information

71589

Gather Victim v
Network Information

11590

Gather Victim Org v
Information
71591

Phishing for A
Information

71598

Spearphishing Service

11598.001

Spearphishing
Attachment

71598.002

Spearphishing Link

T1598

Resource Development

Acquire Infrastructure

11583

Compromise A
Accounts
T1586

Social Media Accounts
71586.001

Email Accounts
71586.002

Compromise v
Infrastructure
T1584

Develop Capabilities
T1587

Establish Accounts

71585

Obtain Capabilities v

11588

Stage Capabilities v

71608

Initial Access

Drive-by Compromise
1189

Exploit Public-Facing
Application
T1190

Replication Through
Removable Media

71091

Trusted Relationship
T1199

Execution

Command and A

Scripting Interpreter

PowerShell
T10 01

AppleScript
T1 02

Windows Command
Shell

Unix Shell
1 04

Visual Basic

T1059.005

Python

1059.006

JavaScript

T1( 07

Network Device CLI

08

Component Object
Model and Distributed
COM

1178

Persistence

Account Manipulation

11098

BITS Jobs
71197

Browser Extensions
11176

Compromise Client
Software Binary
71554

Create Account v
11136

Create or Modify v
System Process
71543

Event Triggered v
Execution
T1546

Hijack Execution Flow
11574

Implant Internal Image

T1525

Modify Authentication
Process

T1ECE

Privilege Escalation

Abuse Elevation v
Control Mechanism
T y

Access Token
Manipulation
T1134

Boot or Logon Autostart
Execution
11547

Boot or Logon
Initialization Scripts
|

Create or Modify v
System Process

71543

Domain Policy v

Modification
11484

Escape to Host
1611

Event Triggered v
Execution
T

Exploitation for
Privilege Escalation

O S2W  Copyright © 2023, S2W Inc.
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Conclusion

BRIGE (AR XY) s E 2 SR "elE A S| ERLICL
(A1 : 2 J|A https:/www.boannews.com/media/view.asp?idx=113682&kind=&sub_kind=

Real'ty o %2 2UY HALO|E Clm[o|A B 82 H 0| Choto] AASHS SHUEIS| HES Tatsl0] B HAS HY
"-l- ol n . .' [] —_ o [E‘EIEHJ%{ g—ﬂXH'g(DﬂO_IXH'—E*)] = H;ch%}ré_
ob=t QIE{Ull A MIx"- AP XY HA|=? o [Ha|1 CHSt|2RD)] - BB ERARE

o (E3A171:2022.12.28 ~ ¥x) o SHZE 2 20221 128 HREH HYE A0S 5tHA 2023 12 X0f= 2HHLR HH ZHE A

13 2023-01-26 06:42 | &3 2023-01-26 06:42 Qo # B < P @

(F12F&) NTLM Tampering, OpenSSH 2F 22 A A3 F|ofHof| Cist AF 2 5tH =2 Y H0|M HF HAEE 2ot FH|E Sl= ACE EHY
BubH) gl 2 ki o e SEIE JHHSHH B 2F AN S0 X2 o2 iy 3HS s LHE0 Ti5t =2E

[E211] - https:/eisael.]org/

[E232] - https:/tubosheul.]github.io/
Z§S)2023.01.18. 0| % 2HEo= 3 W ANE YZE &

(2023.01.18.) TMA| M 22| 2 Chpcss.kr) 2] ZLH AFO|E CHAF AFHY
(
(
(
(
(

[ ]
—_—

°
ooooooal?looolo}o

2023.01.20.) CHEtAM ™M AL R (ricon.re.kr) ElH|O| X| C|mf|0| A

)
(4 2023.01.20.) SOIA|OFH R A (eai.or.kr) EAFO|E CHAF SQLi Dumper V.8.5 £ 715
4502 oIS A o BN FNL. 2023.01.21) ¢t SF o0 Mx EHesh o ot=o| ot MR 7|2 3 o QlZato| AR Ho|HE 371 Aot &
tAE W ulb ‘Yl = : /‘\ ‘In‘ Y. 2023.01.21.) Breached &0 Eisea 2 7t} W CHetAMEMA L (ricon.re.kr) CHA S 2 AH A2 FEE
i f,‘A',’ ac 2} 2023.01.24.) Breached Z210]| Eisea 2 2Ll St3| YAIO|E sZ 2 A A2 H2E
BA - o i s (ME: kaer.orkr (BF=A|Z{ZHOf  SAHESHS]), www.kr-kafa.org (it D XIS 5HS]))
_wao, R o (2023.01.24.) Breached Z&0|| Eisea 2 =LY 32| YAIO|E 2 & AHAIS F7 H2E , C|H0|A El FALO|E U SQL ME 374

ot &9l A B AEE UL s -5 ® kras.orkr (2t=3111035t3]), edacakr (et S 2|52]) ,aspg.or.kr (Bt=SHF )

HEo RS KpAfof Cher St ohet ShA| =0 =20] E[Z B2t L Ch
Ab 2t MEE golt a2 g MY e gL o mzE)

| e - 3) T8 Aol clist REE AE SR

X|chd A7 7|20l SLl st 7|2 S0 X| Mo o[ sHE GRS LICE

Elre
I8 rh

o

S2HEE FHE|0), 01S2 0|2 XHE| U2 ATl LR IR E REsigSLICE , 5) 7“ HEI- /—S—%:' é,l- E-%EJ _—I.I.Ac;l 5'&'
o A= O = E 3
oot 2Yoj| M2 UAHEE & &

O S2W  Copyright © 2023, S2W Inc.
32



Conclusion

2023.02.17
Reality Overview of vulnerabilities related to Xiaoqiying(l%35E) Hacking
"oh=g OIE{Lll Al MIr" - AR K| HA|=? Team

TALON REPORT > VULNERABILITY
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& PDF Report
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> gtaTh o Confluence Server/Data Center (CVE-2021-26084)
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Conclusion

Attack Surface Management is absolutely necessary
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