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Introduction

(2d) S2W CTO ('22.8~)

SKT Big data & Al &% ("10.7~'22.8)
Of|0| 5t MH|A 7 (RIIE)
Al BEES] TIZH AR XX A{H|A 7t

A=

MM HlofE] 718t ofx] FH| Al JHEE
ojojx| 7|4t =2 HE Al WY
Tmap A2 2T S2F AIAH I

MPP(Massively parallel processing) DB 7|= 7l
TmaxCore Kernel 72! (‘09.1~"10.7)

ETRI XZA|AH JHEE(‘07.3~'08.12)
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Scale-out ‘

Scale-out , Q

Scale-out 5 @
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24 4 H|o|E{e] &7} (Big data handling)
2 O 0| TA| =2ielo] E7ts

Unstructured
data

; analysis
Semi-structured
data
Structured analysis
data
outputs
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SA| CHEXQl =20 CHS (Scalability)
- E3| Global business®| A2 218 J|Hlo 2= FZt 20| EF

O| 0| X|: Freepik.com Zt7}: macrovector
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Eol=El 20[Q Al 7|=2
- Supervised Learning: St&2 $18t MEHO| EX5t= 22
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1) LLM 7| O|H

- Unsupervised Learning: JEI2 EHo|7| glE AL
ex. AMHXO|X| gt D E HLRE C} &otL] 7| (Anomaly detection)

~ Credit Card Fraud Detection

t ZEX: https://www.xenonstack.com/

Zol o= Ab7| EA
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LLM(Large Language Model: CH 210{ &)
:4F:

- lo|E| 7|ute] Chokst 2x0] ZEHOR MBS 4

7|4H0] £|l= 2

Tasks

rir

Question 9

Answering ° Q

&

Data ’ Sentiment
A Analysis
“A‘_ ";
Text I l
N 4 /
"‘ l' & S Information
i/ Images ﬁ!) % Extraction
A Traini = Adaptation
Speech / raining Fo;nddation e gage
oae / ioning .
&’ v 9 [a
Structured
* . Data
& Object
v o= FPR -
3D Signals ao @ YT Recognition
Instruction
- Following .. -

ﬁv

y
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https://arxiv.org/pdf/2108.07258.pdf

LLM 7|= O|® 2} 0|29 Al
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EMERGENT ABILITIES OF
LARGE LANGUAGE MODELS (APR/2023)

GPT-313B,
PaLM 8B

Mod.Arithmetic Debugging Comprehension

GPT-3175B, A F=MG
LaMDA 1378, A f
PaLM 64B, P

Chinchilla 78 LinguisticsPuzzles EmojiMovie GRE-Comprehension® MetaphorUnderstanding Physicallntuition LogicalDeduction

PaLM 5408, = ' 5 ; - - "? E

Chinchilla 70B

GeometricShapes Proverbs PhoneticAlphabet ElementaryMath CausalJudgment CodelLineDescription

X GPT-4,
Gemini (est.)

College-LevelExams Self-Critique/Reflection AppBuilding EmbodimentOptions

Next...

Grounding Long-HorizonPlanning

& LifeArchitect.ai/models
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LANGUAGE MODEL SIZES TO MAR/2023

Luminous

g GLM-130B

ChatGLM-6B

PaLM
PaLM-Coder OPT-175B

Minerva BB3 GPT-4
Med-PaLM OPT-IML Undisciosed
Jurassic-1 Flan-PaLM 1758
U-PaLM
178B
Flan-U-PaLM
Med-PalLM 2

4 Parameters

LaMDA

. Al lab/group LaMDA 2
Bard
on Flamingo

O Closed 5 80B*

%) Chinchilla scale

Available

Beeswarm/bubble plot, sizes linear to scale. Selected highlights only. *Chinchilla scale means T:P ratio >15:1. https://lifearchitect.ai/chinchilla/ Alan D. Thompson. March 2023. https://lifearchitect.ai/

& LifeArchitect.ai/models
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2lZt(Hallucination)

o recent south korean data breach incidents V4

View other drafts

Q‘ Sure, here are some recent South Korean data breach incidents:

In March 2023, a data breach at a South Korean hospital exposed
the personal information of over 1 million patients, including their
names, addresses, phone numbers, and medical records.

In April 2023, a data breach at a South Korean government agency
exposed the personal information of over 100,000 employees,
including their names, Social Security numbers, and home
addresses.

In May 2023, a data breach at a South Korean telecommunications
company exposed the personal information of over 50,000
customers, including their names, phone numbers, and email
addresses.

These are just a few examples of the many data breaches that have
occurred in South Korea in recent years. The country has a growing
problem with data breaches, and it is important for businesses and

individuals to take steps to protect their personal information.

Here are some tips for protecting your personal information from data
breaches:

« Use strong passwords and change them regularly.

« Be careful about what information you share online.

« Use a VPN when connecting to public Wi-Fi networks.

« Keep your software up to date.

» Be aware of the latest scams and phishing attacks.

By following these tips, you can help to protect your personal information
from data breaches.

O S2W  Copyright © 2023, S2W Inc.

DARKRead]_ng The Edge DR Tech Sections )  Events

Application Security | (O 5 MINREAD [EHNEWS

ChatGPT Hallucinations Open Developers
to Supply Chain Malware Attacks

Attackers could exploit a common Al experience — false recommendations — to spread malicious
code via developers that use ChatGPT to create software

(@
@

ATTACKER > CHATGPT
~
e ® (= ®
v
S5 i s

PACKAGE + REPOSITORY ¢

ATTACKER SERVER

fOYAGERIS8 VUL
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Qo Q2 < = When you purchase through links on our site, we may earn an affiliate commission. Here's how it works
o3 BESHE RHETY IIEC HEE Y

Home > News

ChatGPT Can Generate Mutating Malware
That Evades Modern Security Techniques

By Ash Hill published 1 day ago

ChatGPT complicates modern IT security with the ability to create
mutating malware that's hard to detect with endpoint detection
and response (EDR).
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/Responsible Al A
- Accountability
- Fairness

- Transparency
- Reliability & Safety
( Privacy & Security /
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B.S. Computer Science (2019)
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Shedding New Light on the Language of the Dark Web

Youngjin Jin' Eugene Jang? Yongjae Lee’> Seungwon Shin!  Jin-Woo Chung?*

'KAIST, Daejeon, South Korea
2S2W Inc., Seongnam, South Korea
'{i9injin, claude}@kaist.ac.kr
2{genesith, lee, jwchung}@s2w.inc

Abstract

The hidden nature and the limited accessibil-
ity of the Dark Web, combined with the lack
of public datasets in this domain, make it dif-
ficult to study its inherent characteristics such
as linguistic properties. Previous works on text
classification of Dark Web domain have sug-

NAACL 2022

Ghosh et al., 2017; He et al., 2019; Choshen et al.,
2019) and content analysis (Biryukov et al., 2014;
Avarikioti et al., 2018). However, not much work
has been done on the linguistic analysis of the Dark
Web (Choshen et al., 2019).

In addition, the Dark Web has been studied and
analyzed in the security research community to

https://aclanthology.org/2022.naacl-main.412.pdf
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Natural Language Processing
KIHO A2
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Natural Language Processing
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Home Page of R <

WALL OF SHAME

Here will be permanent list of companies who would like to keep in secret the info
leakage, exposing themselves and their customers, partners to even greater risk than a
bug-hunting reward!

it Financial Holdings, Inc. - Leaked

views: ;30311 | Published: 10/06/2021 16:43:51

Ct3E glo|x|
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“swm.com 89GB documents -Teslarvng Ransomwre Leak

4- Yesterday

at 12:55 PM

n.com (W w.com) is a legal
ata from their servers, it inlcudes dat:
yrivate data
shc f the files in a
1 1-2months ago

iable for

s in hidden contact to make

1to 58gb

ollZ =3 AlA=
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leakage, exposing themselves and their customers, partners to ¢

681 USD Premier Yes (confirmed) United States

bug-hunting reward!

. .
Home Page of R -1 Leaks site
Internal UID ‘ Balance ’ Account type | Card ‘ Country | Our Price ‘
‘ 927 USD ‘ Personal ‘ Yes (confirmed) ‘ United States ‘ $51 ‘
‘ 705 USD ’ Personal ‘ Yes (confirmed) ‘ United States ‘ $ 40 ‘
‘ 693 USD ‘ Personal ‘ Yes (confirmed) ‘ United States | $39 ‘
| 1821 USD ‘ Premier | Yes (confirmed) ‘ United States | $96 ‘
‘ 747 EUR ‘ Personal ‘ Yes (confirmed) ‘ France ‘ $50 ‘
WALL OF SHAME
‘ 1892 USD ‘ Premier ‘ Yes (confirmed) ‘ United States ‘ $ 100 ‘
‘ 1777 USD ‘ Premier ‘ Yes (confirmed) ‘ United States ‘ $99 ‘
Here will be permanent list of companies who would like to kee
1992 USD Personal Yes (confirmed) United States $ 104

‘@zt Financial Holdings, Inc. - Leaked

$550=0.0213°™ $950=0.0368°™

ECSTASY

ks -
SN
2-

1-2-3-4-5-6-7-8-9 1-2-3-4-5-6-7-8 1=

Savage Mark Il TRR-SR22Ir TB TSS Custom AK 47 AKMS S&W 686 Competitor 357
33 221 -1 Thunderbeast Underfolder 24k GOLD! Weighted Barrel

4517 3614 36 4205 3624

9.00 USD 50.00 USD 0.59 USD 18.71 USD Features:

el and all Acce

O S2W  Copyright © 2023, S2W Inc.

Add to cart
L st |

LOCKED

LOCKED

(=T
(EmEED
(=xE)

LOCKED
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Home Page of R S7r Leaks site

Internal UID Balance Account type Card

Country | Our Price ‘ Add to cart

927 USD Personal United Stat

oy IECKGER {11 THTHTTHTHHTHTHTTHTHTTTTTH Crene

United Stat

Yes (confirmed)

705 USD Personal Yes (confirmed)

693 USD Personal Yes (confirmed)

Personal Yes (confirmed) France

WALL OF SHAME

1892 USD Premier Yes (confirmed) United Stat

1777 USD Premier Yes (confirmed) United Stat:

Here will be permanent list of companies who would like to kee
leakage, exposing themselves and their customers, partners to ¢
bug-hunting reward!

1992 USD Personal Yes (confirmed) United Stat

1821 USD ‘ Premiar ‘ Yes (confirmed) ‘ United Stat ut Me Guides Podcast Posts Recommended Privacy Tools RSS Feed

681 USD Premier Yes (confirmed) United Stat

Donating to FOSS Projects and Pro-Privacy Organizations

‘ 747 EUR

‘@zt Financial Holdings, Inc. - Leaked

ECSTASY

Table of Contents

“RY e o
- X Sl _ \ Y Introducti
s i | 2 Monero
JR200 g xtc ks - Privacy-preserving_services
\ ‘ Mobile 0Ss and nlications
1-2-3-4-5-6-7-8-9 1-2-3-4-5-6-7-8 &Myﬂgm

Others
Something Missing?

- Savage Mark Il TRR-SR22Ir TB TSS Custom AK 47 Al
4517 49 22 3614 36

17 4205 36 17 3624 33 221 -1 Thunderbeast Underfolder 24k GOL._. vvoig ou Lan o

100% titanium co ) B -KARA )LD, and completed
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dont let your rival kill you ....hire a hitman
(ID_EMAIL) are you looking for hit man? hire a
hit man now

hire a killer | rent a killer | hire a hitman
| rent a hitman | hire an assassin | rent an a
ssassin | hire a gunman | rent a gunman | hire
a murderer | rent a murderer | order the kill
one of the few legitimate men on the darknet t
hat you will meet your demand in america europ
ean europe asia africa middle east australia i
f you are interested send me a message we can
talk about the problem you need to solve. cont
act: email: ID_EMAIL hire a killer | rent a ki
1ler | hire a hitman | rent a hitman | hire an
assassin | rent an assassin | hire a gunman |
rent a gunman | hire a murderer | rent a murd
erer | order the kill

quote ID_NUMBER

Category: Violence

O S2W  Copyright © 2023, S2W Inc.

visa cards
attacks

take ad down
take site down
exploits

doc exploit

pdf exploit
snapchat exploit
instagram media
telegram hacking
windows

websites
whatsapp hacking
wifi hacking
spam

emails

php mailers
servers

Category: Hacking

ID_NUMBER samsung

ID_NUMBER ipad

ID_NUMBER macbook

ID_NUMBER playstation

ID_CRYPTO_MONEY miner

ID_NUMBER and more...

christmas packs

pack - iphone ID_FILESIZE (space gray) + iphon

e ID_FILESIZE (black) category:pack price: ID_

CRYPTO_MONEY (ID_GENERAL_MONEY) / shipping is

free

pack — iphone ID_FILESIZE (silver) + iphone us
ID_FILESIZE (black) category:pack price: ID_C

RYPTO_MONEY (ID_GENERAL_MONEY) / shipping is f

ree

pack — iphone ID_NUMBER+ ID_FILESIZE (space gr

ay) + iphone ID_FILESIZE (space grey) category
:pack price: ID_CRYPTO_MONEY (ID_GENERAL_MONEY
) / shipping is free

Category: Electronics
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Dark Web Dark Web Dataset
Page Annotation (CoDA)

|

¥
8

Dark Web Data

Dark Web Crawl

Dark Web Classifier
+ Evaluation

O S2W  Copyright © 2023, S2W Inc.

— 3 &

Linguistic Analysis +
Use Case Evaluation
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Category

Pornography

Drugs

Financial

Gambling

Cryptocurrency

Hacking

Arms / Weapons

Violence

Electronics

Others
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Category
Pornography
dont let your rival kill you ....hire a hitman l)rlags
(ID_EMAIL) are you looking for hit man? hire a
hit man now
hire a killer | rent a killer | hire a hitman Bl
| rent a hitman | hire an assassin | rent an a lnancia
ssassin | hire a gunman | rent a gunman | hire
a murderer | rent a murderer | order the Kkill
one of the few legitimate men on the darknet t Ganlb]ing
hat you will meet your demand in america europ [:::$> RV
ean europe asia africa middle east australia i CI'__\’[)[()CLH‘I‘L’IIC__V Category' VIOIenCE

f you are interested send me a message we can
talk about the problem you need to solve. cont
act: email: ID_EMAIL hire a killer | rent a ki HCleil’lg
1ler | hire a hitman | rent a hitman | hire an
assassin | rent an assassin | hire a gunman |
rent a gunman | hire a murderer | rent a murd

erer | order the kill Arms / Weapons
reply quote ID_NUMBER
Violence
Electronics
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CoDA (Comprehensive Darkweb Annotations)

Category Document Count Ratio Short guideline description
Pornography 1195 12.0% general / child pornography and other explicit content
Drugs 1172 11.7%  various types of legal / illegal drugs such as medications, steroids, pain killers, viagra,
cannabis, hashish, meth, benzos, ecstasies, opioids, and psychedelics
Financial 1003 10.0% counterfeit / cloned / stolen money or identifications (e.g., bills, credit cards, certificates, passports),
money transfers (e.g., PayPal), fiat money, ATM skimmers, magnetic card readers, etc.
Gambling 787 7.87% any type of gambling, betting, casinos, lotteries, etc.
Cryptocurrency 763 7.63% cryptocurrency-specific services or technologies such as wallets, generators, mining,
laundering, mixing, multiplying, doubling, scamming, and escrow
Hacking 649 6.49% hacking tools, hacking guides, hacking groups, hacking services, ransomware, malware,
exploits, DDoS attacks, cracking, botnet, etc.
Arms / Weapons 599 5.99% any type of non-lethal / lethal weapons such as guns, ammunition, explosives, knives,
missiles, and chemical weapons
Violence 485  4.85% human trafficking, hitman, kidnapping, poisoning, torture, extortion, sextortion,
sex slavery, blackmail, etc.
Electronics 426  4.26% sale of or information on (stolen / hacked) mobile phones, laptops, tablet computers, etc.
Others 2921 29.2% all other content that does not fit the above categories, including log-in pages, error messages, etc.
Total 10000 100.0%

O S2W  Copyright © 2023, S2W Inc. 40
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CI3E A0 E4 (TF-IDF)

Crypto Drugs Electronics Financial
Rank | Term TF-IDF | Term TF-IDF | Term TF-IDF | Term TF-IDF
1 ID_NUMBER 0.684 | ID_NUMBER 0.863 | ID_NUMBER 0.799 | ID_NUMBER 0.906
2 ID_CRYPTO_MONEY 0.418 | ID_WEIGHT 0.255 | ID_GENERAL_MONEY 0.291 | ID_GENERAL_MONEY 0.220
3 bitcoin 0.354 | ID_GENERAL_MONEY 0.249 | iphone 0.279 | card 0.215
4 ID_TIME 0.233 | buy 0.112 | ID_FILESIZE 0.184 | ID_TIME 0.130
5 ID_BTC_ADDRESS 0.227 | weed 0.101 | apple 0.142 | ID_EMAIL 0.067
6 btc 0.110 | pot 0.089 | pro 0.111 | buy 0.065
7 use 0.071 | pill 0.084 | ipad 0.110 | account 0.051
8 wallet 0.069 | online 0.080 | macbook 0.092 | credit 0.048
9 address 0.068 | cocaine 0.073 | imac 0.089 | paypal 0.048
10 | buy 0.068 | cannabis 0.068 | airpod 0.082 | transfer 0.044
11 transaction 0.061 | Isd 0.057 | ID_TIME 0.079 | order 0.039
12 | get 0.060 | mdma 0.051 | buy 0.073 | get 0.038
13 | blockchain 0.057 | drug 0.050 | card 0.071 | dump 0.038
14 invest 0.049 | adderall 0.050 | watch 0.058 | cc 0.037
15 ID_GENERAL_MONEY 0.048 | viagra 0.049 | ipod 0.055 | good 0.036
16 coin 0.046 | xanax 0.049 | case 0.052 | money 0.036
17 service 0.046 | ID_PERCENTAGE 0.046 | gopro 0.051 | new 0.036
18 make 0.045 | product 0.045 | product 0.051 | use 0.035
19 ID_PERCENTAGE 0.042 | order 0.044 | xs 0.051 | cvv 0.034
20 | double 0.041 | quality 0.042 | order 0.047 | shop 0.034
Gambling Hacking Pornography Violence

Rank | Term TF-IDF | Term TF-IDF | Term TF-IDF | Term TF-IDF
1 ID_NUMBER 0.593 | ID_NUMBER 0.792 | porno 0.605 | ID_NUMBER 0.915
2 casino 0.396 | hack 0.364 | porn 0.557 | ID_TIME 0.173
3 game 0.256 | facebook 0.262 | video 0.272 | kill 0.074
4 br 0.190 | ID_TIME 0.167 | free 0.220 | anonymous 0.066
5 online 0.177 | account 0.162 | sex 0.154 | hitman 0.066
6 slot 0.173 | hacker 0.092 | girl 0.125 | ID_FILENAME 0.065
7 play 0.161 | password 0.087 | teen 0.123 | murder 0.064
8 ID_TIME 0.103 | use 0.070 | ID_NUMBER 0.105 | people 0.063
9 bet 0.098 | ID_GENERAL_MONEY 0.068 | boy 0.093 | like 0.056
10 win 0.096 | service 0.059 | fuck 0.091 | one 0.054
11 | poker 0.094 | email 0.058 | child 0.083 | get 0.052
12 page 0.094 | software 0.052 | cock 0.077 | file 0.052
13 get 0.093 | ransomware 0.050 | cp 0.070 | post 0.047
14 free 0.089 | download 0.045 | young 0.068 | site 0.043
15 money 0.087 | get 0.044 | pussy 0.053 | comment 0.043
16 | time 0.087 | free 0.040 | pedo 0.053 | ID_NORMAL_URL 0.042
17 card 0.083 | instagram 0.039 | say 0.051 | hire 0.042
18 player 0.081 | attack 0.039 | mom 0.050 | make 0.041
19 | good 0.077 | hacking 0.039 | gay 0.050 | say 0.040
20 | roulette 0.075 | online 0.038 | get 0.049 | use 0.040

CoDA (Dark Web)

Common Abbreviations

Surface Web

btc

CVVv
Isd

SS1l

Cp
hd
mg

vpn

cve
irc
pthc

XXX

btw dvd idk

imo km Ilmao

mph  pc st
tv VS wtf

O S2W  Copyright © 2023, S2W Inc.

Frequently appearing abbreviations for each web domain
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CoDA

wav
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CoDA

wav

Methoxphenidine
Testosterone
Alprazolam

O S2W  Copyright © 2023, S2W Inc. a4
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CoDA

wav

Methoxphenidine
Testosterone
Alprazolam

O S2W  Copyright © 2023, S2W Inc.

A AT AN g

Sold as: MDMA

ID: 3809
Name: Toyota

Other Names:

GC/MS: o
e MDMA : 162.40 mg ©

Test Date:
Pub. Date:
Src Location:

Submitter
Loc:

Color:

Sep 01, 2015
Sep 08, 2015
Zurich, Switzerlan

Zurich, --
Switzerland

Red / Pink /
Sneckled

45
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Orange 'Tesla' drug warning after
children hospitalised

Tesla
Toyota ®© 6 February 2018
U *
\
\J
CoDA
W2V
Methoxphenidine Name: Toyota Pub. Date: Sep 08, 2015
Testosterone Other Names: Src Location: Zurich, Switzerlan
GC/MS: 0 Submitter Zurich, --
Alprazolam s Loc: Switzerland
B R o0 mg Color: Red / Pink /
Sneckled

O S2W  Copyright © 2023, S2W Inc. 46
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CoDA

W2v

W2v
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Wasabi

@

CoDA

@

Electrum
Samourai o
Xapo

W2v

O S2W  Copyright © 2023, S2W Inc. 48
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Wasabi

@

CoDA

@

Electrum
Samourai o
Xapo

W2v
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Wasabi

\ .v" b : ‘.,' 1 } ~“
N N | y
b
@ Business Wallet
L ) [
ala " )

CODA Send funds to:

Electrum
Samourai
Xapo

O S2W  Copyright © 2023, S2W Inc.
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Wasabi

Business Wallet

Send funds to:

Electrum
Samourai
Xapo

O S2W  Copyright © 2023, S2W Inc.
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Traditional ML vs. CNN vs. Transformer-based LM

)

BERT

—___/

BERT

CNN + GloVe embedding
%S SH 2 HE|3jsH B Y

Multi-class SVM + Bag of words
¢ E‘ _I% %
WS sl Thof 2| o]af

- HHO| EZE SotH|n * GloVe: TtO{ T o|0| & HIE 3}
- I¥ERF « CNN:HIE{7|2|Q] X|& n2{5t . 2
hEEII
— =
U= ofsH
52

thoiQ| o|n| = &of &Y
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Traditional ML vs. CNN vs. Transformer-based LM

Multi-class SVM + Bag of words

H|

Ofm
Lo

HOf

B

U N

IN [
40 K
¥ mfn

O S2W  Copyright © 2023, S2W Inc.

Precision Recall F1-score

CNN: HE{77| 2] 2] & K]

oy
cojo| o|n| & ot £

!

SVM
CNN

91.59 91.17 91.19
88.08 87.30 87.23
92.51 92.50 92.49

% 0|

)

BERT

—___/

BERT

=S SM = HESols 23
=S ae{ofl thof 2o o] sy

53
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Traditional ML vs. CNN vs. Transformer-based LM

Precision Recall F1-score

— SVM 91.59 91.17 91.19
CNN 88.08 87.30 87.23
BERT  92.31 92.50 92.49

Multi-class SVM + Bag of words
ZHH| 02| CHESH= 7| E7F BE0| QULC}

. CIO|EEE E3HHa
. FIYE 9T

O S2W  Copyright © 2023, S2W Inc. 54
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Traditional ML vs. CNN vs. Transformer-based LM

Multi-class SVM + Bag of words

CHoj EZ S £3t 1@
719 E AF

O S2W  Copyright © 2023, S2W Inc.

Precision Recall F1-score

— SVM 91.59 91.17 91.19
CNN 88.08 87.30 87.23
BERT  92.31 92.50 92.49

7te| 22| 2 T Eot= 7| =7t B 0] ULk

' Need PayPal Accounts?

Your one stop shop for quickly buying jhacked|paypal accounts.
PayPal o
Bitcoin Only. Fully Anonymous.
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Traditional ML vs. CNN vs. Transformer-based LM

Precision Recall F1-score

SVM 91.59 91.17 91.19
— CNN 88.08 87.30 87.23
BERT  92.31 92.50 92.49

CNN + GloVe embedding

——

e GloVe: EHO{ & O|O| £ HIE 3} Cto{o| o|0| £ &&= AO| oHAH (201 &)

* CEN E':III: ﬁ! E-I 77' E'l 9' _Cr>_| Xl % uL E:I OI-E Common Abbreviations
f_— —— N CoDA (Dark Web)  Surface Web
* I:I.(H OI OI DI OI‘ E3 E OI ° btc  c¢p cve btw dvd idk
cvv  hd irc imo km lmao
O S2W  Copyright © 2023, S2W Inc. Isd mg pthe mph  pc st EE
ssn - vpn 5.6 .4 tv Vs wtf
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Traditional ML vs. CNN vs. Transformer-based LM

Precision Recall F1-score
e SVM 91.59 91.17 91.19
CNN 88.08 87.30 87.23
___ — BERT 9251 9250  92.49
BERT
=M SHE HH 5= 2 H
=S D2 THof ojO] o|sf =W 57| 20| 7|/ E #+£0| 7ts
BERT= Ct3AE H|O|H &= <t&¢t & Oof S X[TH,
P fF sEHO| S&%

O S2W  Copyright © 2023, S2W Inc. 57
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Traditional ML vs. CNN vs. Transformer-based LM

Precision Recall F1-score
SVM 9159  91.17  91.19
CNN  88.08 8730  87.23
__ — BERT 9251 9250  92.49
BERT

. RUS S Y 2 Y
. 22 12fef THo{ /0] o|sH 2942 n2{s}7| G2of 7|
BERTE CHL 2 B|O|E| S 818 X0] giX B,

o

Ol J= 73 SHO| US

> BERTZ} L8 H|O|E{ & SH&3ITHEL. 2 )

O S2W  Copyright © 2023, S2W Inc.
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DarkBERT: A Language Model for the Dark Side of the Internet

Youngjin Jin! Eugene Jang®> Jian Cui?

Jin-Woo Chung® Yongjae Lee?

'KAIST, Daejeon, South Korea
2S2W Inc., Seongnam, South Korea
1{ijinjin, claude}@kaist.ac.kr
2{genesith,geeoon19,jwchung,lee}@sZw.inc

Abstract

Recent research has suggested that there are
clear differences in the language used in the
Dark Web compared to that of the Surface Web.
As studies on the Dark Web commonly re-
quire textual analysis of the domain, language
models specific to the Dark Web may provide
valuable insights to researchers. In this work,
we introduce DarkBERT, a language model
pretrained on Dark Web data. We describe
the steps taken to filter and compile the text
data used to train DarkBERT to combat the
extreme lexical and structural diversity of the
Dark Web that may be detrimental to build-

L S2W  Copyright © 2023, S2W Inc.

To handle the ever-changing landscape of mod-
ern cyber threats, cybersecurity experts and re-
searchers have started to employ natural language
processing (NLP) methods. Gaining evidence-
based knowledge such as indicators of compro-
mise (IOC) to mitigate emerging threats is an inte-
gral part of modern cybersecurity known as cyber
threat intelligence (CTI) (Liao et al., 2016; Bromi-
ley, 2016), and modern NLP tools have become an
indispensable part of CTI research. As such, the
use of NLP techniques has also been extended to
the Dark Web (Jin et al., 2022; Yoon et al., 2019;
Choshen et al., 2019; Al Nabki et al., 2017; Al-

Seungwon Shin!

https://arxiv.org/abs/2305.08596

S2W x KAIST

ACL 2023 X7} =5 HfjEH
XtHO{ X 2| 20 top-tier SH=CH2
« NAACLO]| 0]0] 214 A5 XHEH
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tom'sHARDWARE

Dark Web ChatGPT Unleashed: Meet

DarkBERT

By Francisco Pires published 29 days ago

Hackread.com
@HackRead

The Twitter account of the most reliable
cybersecurity news platform brings exclusive dark
web, tech, hacking news, and much more. Contact
admin@hackread.com.

B0Co Y FAUH O @ United Kingdom

2 hackread.com [ 20114 1120] 71L&t

203 Z22 117,094 229

= g2 ojciof ors0 E0i2

Hackread.com @HackRead - 14|
@ ecurity on the Dark Web -
|:7DarkBERT i§ based on the ROBERTa
architecture and leverages the power of Al
navigate the #DarkWeb.

o

Read: hackread.com/darkbert-ai-da

#Security #CyberSecurity #DarkNet
#Ransomware

DARKBERT
© ) Q 8

L S2W  Copyright © 2023, S2W Inc.

Us Edition |

A language model trained on the fringes of the dark web... for
science.

@ ©@Moongie Phowngi - 11h

Already done abusing Chat-gp
Now its time to abuse ffDarkBERT

potential. #Al #NLP #Cybersecurity & 3"

arxiv.org/abs/2305.08596
andlukyane.com/blog/paper-rev...

Figure 1: Ulustration of the DarkBERT pretraining process and the various use case sccnarios for cvaluation
Tuble 9: Dark Web data page classification SAttcs.  Home Pag of R &z Lesks e
We use the catcgorization method following Jin et ol
o)
Rebnsani k

Table 10: Stat
DarkBERT

of the pretraining corpus used for

Table 3: Dark Web activi on evaluation results. Boldr

[ Piaor | Dt Mokt

Saruritv Nawe Rnt

kyanenko @AndLukyane - May 18

new language model tackling the Dark Web's unique
inguistic challenges! My review dives deep into its creation and

Figure $: Noteworthy and non-noid
ples in the dataset.

titled ...

Qisesas Cheiians gy s g wher

#HelpNetSe

help automa
2 developed|D

L ] ihi

“» Entrepreneurship Facts @

MEET DARKBERT: CHATGPT'S
DARK WEB COUSIN TRAINED
BY DATA SOURCED FROM
CYBERCRIMINALS

9/cti

@ Matthew Berman
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In this video, we look at DarkBERT, the

Youngjin Jin'

mining for cyber threat int...
a language model pretrained
,, to help cybersecurity pros extract CTI.

&

The ONLY Model Trained on the DARK WEB (Dark Bert)

Z3|$6.588 - 12 A

DarkBERT: A Language Model for the Dark Side of the Internet

Eugene Jang® Jian Cui> Jin-Woo Chung?

'KAIST, Daejeon, South Korea
282W Inc., Seongnam, South Korea
'{ijinjin, claude}@kaist.ac.kr

Yongjae Lee?

Seungwon Shin'

2{genesith, geeoonl9, jwchung, lee}@s2w.inc

Abstract

Recent research has suggested that there are
clear differences in the language used in the
Dark Web compared to that of the Surface Web.
As studies on the Dark Web commonly re-
————quire-textuat-analysis of the domain, language
200N 104G

® entrepreneurshipfacts « #2%

Qv

Foi2 6’

B} CIS Benchmarks™

£ T
DarkBERT could help automate dark
web mining for cyber threat
intelligence

Researchers have developed DarkBERT, a language model pretrained on dark web
data, to help cybersecurity pros extract cyber threat intelligence (CTI) from the
Internet's virtual underbelly

ntrepr
have developed a new Al model
called DarkBERT, which is distinct
from existing models like ChatGPT
and Google Bard.

While those models were trained on
data from the open web, DarkBERT
was exclusively trained using data
from the dark web, sourced from
hackers, cybercriminals, and
scammers.

A team of South Korean researchers
created a dark web database by
crawling through the Tor network.
Despite its unconventional training
data, DarkBERT has demonstrated
superior per to

To handle the ever-changing landscapeg
ern cyber threats, cybersecurity exp

processing (NLP) methods. Gaij|
based knowledge such as indicatc

DarkBERT pretraining process and evaluated use case scenarios (Source:
KAIST/S2W)

DarkBERT: A language model for the dark
web
For quite a while now, researchers and cybersecurity experts have been

to better understand and deal with
the threat landscape. NLP tools have become an integral part of CTl research.

The dark web, known as a “playground” of individuals involved in illegal activities,
poses distinct challenges when it comes to extracting and analyzing CTl at scale

A team of researchers from Korea Advanced Institute of Science and Technology
(KAIST) and data intelligence company S2W has decided to test whether a

other large language models.

73474

d language model could be useful, so they came up with DarkBERT,
which is pretrained on dark web data (1.e., the specific language used in that
domain).

Potential use case scenarios

DarkBERT has undergone extensive pretraining on texts in English -
approximately 6.1 million pages found on the dark web. (The researchers filtered
out meaninaless and irrelevant pages.)

Sponsored

The best defense against cyber threats for
lean security teams

Webinar: Tips from MSSPs to MSSPs -~
starting a vCISO practice

Security in the cloud with more automation

CISOs struggle with stress and limited
resources

Caleuls
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10{2 28 (Language Model)O|2t?

AEre| A0 E Olsstxl A= Al =T

2H
| - |
= 2% L 5% Xf2|of of Thoj7} SEEX| HEXOR ¥ Y= T2

Causal Language Model (4l: GPT)
« Cix{ 2&0f|A OfX|3to] ojojA| SEL TS & %

* Paris is the capital of ... > France

Masked Language Model (0d|: BERT)
o OXf EE0jNM S7H0f| SEE HOE H UFEEE SIS

* Paris is the [MASK] of France. - capital
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Masked Language Model (MLM)

Paris is the capital of France.
j FH| CHo| = HHOZ 15%E NpAZ
Paris is the [MASK] pf France.

................. X X

{ ! ] . i ! . v
/ banana | _/ president | + capital |
—cl - Iy 0y
%7 L% == x>/ 2/ B B
an% HCI0| EE - ALo| E£ '
= Qlojn e oj=d ﬁﬁ\
=B 2OHS 0|28}0] OFAZE TS AAZ of|X8t= Google BERT: E& 2{7|L|C|0} 25¢
SHS uHEstof Afzte] 2102t X| Al 0|3} & =X 89 HOIZ 78 HAEE 48
. =0} =2
SBSZW Copyright © 2023, S2W Inc. .
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Mask token: <mask> “ Mask token: <mask>

Paris is the <mask> of France. The most important thing in life is <mask>.

BERT BERT

=il v B
vo:{ T |
"capital" : 0.9969369173049927 "money" : 0.2775939404964447
} }
T1:{ vi:{ B
"heart" : 0.0005914904759265482 "love" : 0.14565502107143402 B4
¥ }
read Yiad
"center" : 0.0004378768790047616 "Family" : 0.047264765948057175
} }
v3:{ ¥ Bl
"centre" : 0.00033783656544983387 "you" : 0.03244999423623085
} }
i g T |
"city" : 0.00026996011729352176 "safety" : 0.024119790643453598
} }
O S2W  Copyright © 2023, S2W Inc. ] . 5
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o] XtHOAE| 2| sHZ S=0| FoH

OjA| =3
(fine-tuning)
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Mask token: <mask>

Paris, Tokyo, and Washington are types of <mask>.

BERT

Copyright © 2023, S2W Inc.

L
veosq
"cities" : 0.2712933421134949
}
Y10
"capitals" : 0.05180267617106438
v2uq
"capital" : 0.03752797096967697
Ya3ud
"airports" : 0.029108094051480293
i e g
"paris" : 0.02577260695397854
}
]

L

z20|
O|2UE BHE 4 l2N}

Mask token: <mask>

LockBit, RagnarLocker, and REvil are types of <mask>.

BERT

Al
Yo g
""game" : 0.02942637726664543
}
R BN
"traps" : 0.01350460760295391
}
Vi
"cards" : 0.012321463786065578
¥
3 g
""games" : 0.010584800504148006
}
Y4 f
"dice" : 0.010569826699793339
}
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BetEs

o|2 23
HEEM

€|

é LegalBERT (L L]
3

TweetBERT E2Q|E{E st

ArEiet
(pre-training)

"2
(by Google) 51 = DarkBERT e EEiigalylar
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{2 DarkBERT

ofAZE THo| 0 S517]
LockBit, RagnarLocker, and REvil are types of <mask>.
BERT DarkBERT-Raw

L I
Yo:{ Y0k
"game" : 0.02942637726664543 "ransomware" : 0.8941881656646729
} }
o eef wiilae
"traps" : 0.01350460760295391 "malware" : 0.011506946757435799
} }
Y2 Y23 4
"cards" : 0.012321463786065578 "attacks" : 0.003964886534959078
} }
V-3 o v3:{
"games" : 0.010584800504148006 "encryption" : 0.0032116961665451527
}
Y4 9dq Yo {
"dice" : 0.010569826699793339 "crypto" : 0.0027745813131332397
O S2W  Copyright © 2023, S2W Inc. } } 1
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H0] Of| =57

Selling high quality <mask>. DM for more info.

BERT

[
Yo:{
"products" : 0.18069440126419067
}
1.0 {
"software" : 0.062272243201732635
Y2 {
"books" : 0.034454114735126495
}
V3. §
"product" : 0.028478382155299187
Y4.:{
"materials" : 0.02108207531273365
}
]

L S2W  Copyright © 2023, S2W Inc.

DarkBERT-Raw

"L
ve: g
"pills" : 0.09229528158903122
}
valds
"hash" : 0.04963463917374611
}
i E
"drugs" : 0.04293271154165268
Vg i
"product" : 0.03319595754146576
}
Rl O |
"MDMA" : 0.0313962884247303
}
1

12
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H0{2 = DarkBERT

5o}/
Want to buy high quality <mask>.
BERT DarkBERT-Raw

L bl |
Yo:{ viei{
"products" : 0.04338027536869049 "ammo" : 0.036419112235307693
} }
e Y19
"clothes" : 0.03938606008887291 "etc" : 0.02162759006023407
} }
Y2a g v2:9
"shoes" : 0.03168926388025284 "gun" : 0.0207974836230278
}
v3:{ va3e q
"food" : 0.030154826119542122 "firearms" : 0.018258778378367424
} }
Y4 :{ Vgl
"books" : 0.028179103508591652 "guns" : 0.01799386367201805
} }

13
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a2 & Thof o557

Donald Trump is a type of <mask>.
BERT DarkBERT-Raw

. L

Yo:{ Yo:{

"president" : 0.22427412867546082 "racist" : 0.18189860880374908
} }
¥ by il -

"trump" : 0.140208438038826 "nationalist" : 0.03924461826682091
} }
2 1q 2o

"politician" : 0.05716140940785408 "Trump® : ©.030204661419771744
} }
¥'E iy v3:{

"personality" : 0.026182906702160835 "evil" : 0.027612563222646713
3 }
Y4 o Tad

"man" : 0.01624278537929058 "person" : 0.02696448378264904

L S2W  Copyright © 2023, S2W Inc. } } i



{2 DarkBERT

o« AlGd
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1. CI2E Ho[X| A 2F

2. HESO 7S AO|E &K
3. W EHSRANZER
4. Y IIYE F2

(" 1. Data Collection

3. Text Preprocessing / 5. Evaluation & Use Case \
& example.com (10 NORMAL_URL / 4. DarkBERT Pretraining\
"'l. nl olo HTMLN 192.168.1.1 ™ ID_IP_ADDRESS /o liil
=L
. gAYl |t
EoAE x —l— . o8 kA 2| 2 NG
i @I ﬂ L . preprocessed text :.8 : : —
=H= . §'§ Dark Web Activity = Ransomware &
\ J st Preprocessed Classification = Leak Site Detection
AR DarkBERT :>
(" 2.Data Filtering
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-
> raw text > = o/ No
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Raw Noteworthy Threat Keyword
a) page removal RoBERTa DarkBERT Thread Detection Inference
& S2W  Copyright © 2023, S2W Inc. b) category balancing
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m Pornography m Pornography

= Drugs = Drugs

= Financial  Financial
Gambling Gambling

= Cryptocurrency - = Cryptocurrency

= Hacking = Hacking

m Arms/Weapons m Arms/Weapons

m Violence m Violence

m Electronics m Electronics
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Alsx} OpAZ: O|HIY, URL, IPFE2, 7HA3t| 4 S

- AAHel EXIE HE 2Ck=, AEAe] “SF 7t SRt 7K

5 7tX| H: DarkBERTg,,, (AtAZX) & DarkBERTp,eproc (OFAZO)

Table 10: The types of identifier masks and the list of preprocessed texts.

Identifier Type Example Text or Description Preprocess Action Type  Identifier Mask Token
Email Addresses example @email.com Replace with token ID_EMAIL
URLs (non-onion domain) www.example.com Replace with token ID_NORMAIL_URL
https://www.example.com/home
URLSs (onion domain) facebookwkhpilnemxj7asaniu7vnjjbiltxjghye3mhbshg7kx5tfyd.onion Replace with token ID_ONION_URL
IP Addresses (IPv4 & IPv6) 192.168.1.1 Replace with token ID_IP_ADDRESS
fe80::1ff:fe23:4567:890a%eth2
Cryptocurrency Addresses ~ BTC, ETH, LTC addresses Replace with token ID_BTC_ADDRESS
ID_ETH_ADDRESS
ID_LTC_ADDRESS
Lengthy “Words™ Any group of non-whitespace characters that are 38 or more letters long Replace with token ID_LONGWORD
Uncommon Characters Any characters out of Unicode range from U+0000 to U+00FF Remove from text -

S2W  Whitespaces

Newline characters, tabs, spaces, etc. Truncate to a single space

18



MR El
Ct3

tél-l-g- £2AM 10K
oloj=2 Fine-

tuning

Ci3 ¢ mj|o] X]
E_E EIH'
Ly y g —|

ctagy iz

(by Google)

2hd

on
n

[

Ct3 g Hiolx] =l 27

2 ey |
6.1M g CI3 HAelo] R ALOIE EX|
olojmtl
ROBERT i Fine z
o a trainin S
o 9 DarkBERT  ypning
=3
g

L S2W  Copyright © 2023, S2W Inc. 19



apaals
e NAACL 2022

Ct3g : :
He 2x 10K [l =50 R: IR Shedding New Light on the Language of the DarkWeb

ol . =22 odl
LB Fine- bl 0 AcL2023
tuning DarkBERT: A Language Model for the Dark Side of the Internet

cjag FHED2] Ci3E Ho|x| F=H| 2&
Pre- 2N  EHd] o
training HE 6.1M Ci3 3 igll0] S= AO|E Etx|  §

doj=d olojm

ol £H 2 AAME E2F

ROBERT e

o a trainin ;

OBERT 9 DarkBERT  yping e

= = ;
e O

L S2W  Copyright © 2023, $2W Inc. 20



algd1: Ct3E hlo|x| =x| £
=k | Z0{ZI Ct=2E m|o|X|E 107H°| =N S
- 3th=, 019 g, =8, 8=
. E1|0|E1 10712 =7t 2fE=Z &l 10,0007H2| HO[X| AR (CoDA dataset)
 SHSO|O[E:HIIH|0[H = 90%:10%

= -Ll_LI_E =
o, 271, =4,

Iz

-/ 1

=ot7|
HXIAZ, 71Ef

Dataset Model Precision Recall F1 score

BERT ;4504 92.12 92.16 92.13

BERE oioon 92.83 92.67 92.75

CoDA e« ROBERTa 93.36 Y32l 93.31
DarkBERT,,,, 94.15 94.35 94.25

DarkBERT ;¢pro0c 94.26 94.33 94.29

BERT .yseq 92.86 92.85 92.85

BERT ucased 92.83 92.67 9205

CoDA icusea RoOBERTa 93.30 93.40 93.34
DarkBERT,,,, 94.46 94.45 94.46

BS2W  Copyright © 2023, S2W Inc. DarkBERT /eproc 94 .31 94.53 94 .42
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Ag2: #Hadllo] R= AO|E
2R|: Z20{Zl Ct28 ALO|ET} 2
Hl0|Ef: 2H4490f S AfO|E St Ut 82! Fhe|mal Aol

e [Z(positive): 54712 2

Home Page of R <&i5U#:55w5 7 r Leaks site

WALL OF SHAME

Here will be permanent list of companies who would like to keep in secret the info
leakage, exposing themselves and their customers, partners to even greater risk than a

bug-hunting reward!

il Financial Holdings, Inc. - Leaked

views: ;1130311 \ Published: 10/06/2021 16:43:51

(a) A ransomware leak site sample

EFX|

A 7E AFO|EQIX| TESH| (O E57)

20 25 ALO|E L = 10574 H|O|X]|
«  2gH(negative): #HH0 IF AtO|ET OF, o 7t 22| 67971 H[O[X]
« SISO|O|E:W7IH|0|E = 80%:20%

A Main

'S

{ 00OS | Next 813036
update:

W GRerere®sn the company does not want to cooperate with us,
them 240 hours to communicate and cooperate with
us. If this does not happen before the time counter expires, we will
leak valuable company documents.

We have a large amount of data on tax , cards, Raism.ﬂ:;te&h&
2 sigsrt Sp. z o many other imeresting thing;

 ooOs ) Also remember that data cannot be decrypted without our general
decryptor. And your site will be attacked by a DDoS attack.

Figure 6: A leak site page sample in the dataset.

Table 4: Ransomware leak site detection performance.

Boldface indicates the best performance.

Input Model Precision Recall F1 score
BERT v 75.83 69.52 71.01

Raw BERT uncased 77.18 73.90 277
RoBERTa 39.83 36.00 36.27
DarkBERT, 78.81 83.62 79.98
BERT cused 76.81 68.19 70.13
BERT a5 71.97 7162 70.77

Preprocessed

RoBERTa 48.36 45.14 44.31
DarkBERT reproc 85.16 84.57 84.11
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TEksty| (012 257
|0 E{: Raidforums, Breached & AH|A|= 1,873
(2149 6&E~221E 3F)
o 2497l 2 AA|Z vs 16247l Lt A A=
« StSO[O|E:HTIH[0|E = 80%:20%
. 3.9. AlAl= Of|A|
71| 7| XjAt SR/l 22Xt Hot AR/ DM HE H2HLS,
AATAE AN S
. oIzt olel HE QY ARNE, o2 HE, SSN, OfH, AES

IR
¢ QEATEQ 3 J|US MO StotMIAC F|oFH IR/l S

L S2W  Copyright © 2023, S2W Inc.

B Non-noteworthy Thread

Table 5: Noteworthy thread detection performance.
Boldface indicates best performance.

Input Model Precision Recall F1 score
BERT ¢45ed 55.09 19.91 26.90
BERT ucased 52.34 23.49 28.51
Raw
RoBERTa 28.97 17.89 21.38
DarkBERT, 4, 75.93 43.08 52.85
BERT c45ed 61.43 20.48 28.81
BERT ,cased 45.46 21.52 26.16
Preprocessed
RoBERTa 29.04 15:27 18.71

DarkBERTeproc 7244 4513 54.17




25 X XTC 230 MG DUTCH MDMA PHILIPP PLEIN

AE4: 2™ 7I9IE =B

. 2F: 0}2f 0|20| HAZE 2|4 0|2 OpAYS Z,
HO{2E 0| of| =Tt THo{7}F AN = Ofef 2t o QIX| 2ol

« O|0|E: oF= 2t Reddit L EIAE 5! O(ef 201 H|0[H

(Zhu et al., 2021)

[ot

25 X XTC 230 MG DUTCH MDMA PHILIPP PLEIN Figure 4: An MDMA sales page excerpted from the
! Dark Web T B
25 X XTC 230 MG DUTCH [MASK] PHILIPP PLEIN PHILIPP PLEIN 34| 211

Voot  Seisnlsaiieliei o Table 7: Quantitative performance metric of threat key-

o

word inference. Precision at k (PQEk) is measured with
pills, import, md, dot, trans- varying k in increments of 10. ><
DarkBERT lation, speed, up, oxy, script, Liee pLEix
champagne Top-10 Top-20 Top-30 Top-40 Top-50
##man, champion, singer, DarkBERT copa 0.60 0.60 0.50 0.42 0.42
rider, driver, sculptor, pro- BERTcopa 0.40 0.40 0.50 0.50 0.40
BERTReddil BERTRcddil 0.40 0.45 0.60 0.57 0.52

ducer, manufacturer, ##er,

citizen 24




HE A

Axlnl-

XN =82S Soff
DarkBERTZ 7HA|H

Curated Threatinfo

el 21" xHE AlAl=0ll chol
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We buy all your private data! We pay well.
by Pwn - Thursday January 26, 2023 at 04:17 PM
Country: Korea

Country: Japan Country: China

Top 300 (out of 557 in total)

NO SITE DATE COUNTRY INDUSTRY

Databases

Exposed - Never

Retall
been exposed! —

Leaks

Buyers Place
Exposed - Never
been exposed!

Marketplace

Exposed - Never
been exposed!
Leaks Market
Marketplace
Sellers Place

AOCTYNbI: cety,
rdp, wennl, ftp,
sql-inj, DB's
Toprosas
nnowaaka

Buying/Selling
Commerce
[Payment systems]
- exchange, sale,
identification,

Finance

distribution

Govt./Military/Edu.

Govt./Military/Edu.

Govt./Military/Edu.

CONTENTS AUTO-REPORT

JD.COM [3GB~] @ Browser >
JD.COM LEAKED DATABASE SIZE: [3GB~]

Enjoy.

Chinese Government Database @ Browser >

If you have Chinese GOV data, and you are not a reseller.
Contact XMPP:AGUNccOND@ubuntu-jabber.net

Japan Goverment Ministry Database @ Browser >
Hello, Today i want to sell a Japan Goverment ministry Database.
This database is fresh, (i hacked it in a few of minutes)
This database contain the following:
- Japan Goverment Emails
- Name of workers, etc....

Selling - China Internet Network Information Center (Chinese ... @ Browser >
Selling - China Internet Network Information Center (Chinese goverment
cyberspace control)

Price: 600$
Telegram: Vars_Secc
Contact me promptly.

Hy>XEH ULy kuTai GaHk akk search china bank acc @ Browser >
na BeIBOAA AeHer
nucaTb MOXHO Ha Tenery https://t.me/nomadshop

E 5 nomadshop2
to windraw money contact telegram or jabber nomadshop@xabber.org
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We looking for high quality and private da
No passwords or emails needed, we focusing on mobile numbers and proof of financials
Priority: Japan, Korea, Europe, a: onsider you can prove the wealth of data

Straightfo 1, We pay instantly and we c pompompurin as MM/ Vouch

NO POOR DATA! WE NEED HIGH PROFILES, SUGAR DADDIES, CRYPTO INVISTORS, BUT WE CONSIDER ANY

We value time! so don't waste it.

Pwncore.co
My Listings

We buy data! We pay good.
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